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	DURESS ALARM GUIDE




The primary use of alarm systems is to protect people and property by providing a means to deter, deny and/or detect unlawful behaviour. University facilities containing critical assets, highly confidential or sensitive information or where workers are performing tasks that may come with a higher than usual security related risk should be considered for protection by a suitable and monitored alarm system.

Duress alarms are to be used in addition to, and not as a substitute for, general safety principles applicable to all types of workshops, laboratories, research, teaching and operational activities.

CDU Security and the Safety, Emergency and Wellbeing team can provide advice regarding the most appropriate security solutions for work areas and this may include installation of alarm systems such as duress alarms.

[bookmark: Page][bookmark: 1]This guide is applicable to all members of the University community and establishes the process for requesting and subsequent installation, testing, maintenance and use of duress alarms in University buildings.

Fixed duress device is a device installed in a concealed location in an area that is secured to the building infrastructure that can be activated by persons who require assistance. These may be in a public area (e.g. carpark, external wall of building) or in area only accessible by staff (e.g. under desk in a cashiers office, at a reception counter).

Hazard means a situation or thing that has the potential to harm a person. Hazards at work may include noisy machinery, a moving forklift, chemicals, electricity, working at heights, a repetitive job, bullying and violence at the workplace.

Portable duress device is a device that usually consists of a unit held with/on a person that communicates wirelessly to a transponder that can be activated by that person who requires assistance. These are often known by other names that depict their specific usage including man-down/person down alarm, pendants and bracelets.  

Risk is a function of the probability of an event occurring and the most likely worst consequence that could result.

Risk assessment is the method used to characterize the potential risk of an activity or process and the residual risk remaining after controls and or mitigation measures are applied.   

Security is the protection of a person from violence, threats and/or intentional harm and the protection of property from intentional damage and from theft. 

Violence is any incident or behaviour in which workers feel abused, are threatened or assaulted in circumstances arising out of, or in the course of, their work including verbal, physical or psychological abuse, threats or other intimidating behaviours, intentional physical attacks, aggravated assault, threats with an offensive weapon, sexual harassment and sexual assault.

Worker means any person who carries out work in any capacity for the University, including but not limited to, University’s staff members, contractors, subcontractors and their employees, apprentices or trainees, students gaining work experience or conducting research, and volunteers.

Duress alarm criteria

Requests for duress alarms must be based on an objective risk assessment and would address the types of activities that may require monitored alarm technology. The following list provides examples of attributes of an activity that shall be considered (Note, existence of any one factor alone does not automatically qualify or warrant a duress alarm).

· Receiving, processing, or storing cash, valuables, drugs etc.

· Working in a public area in direct contact with the general public – e.g. reception counters, interview rooms.

· Exposed to people who may display violence or aggressive behaviours – counselling, complaints. Note, there are multiple areas throughout the campuses that deal with irate students, parents, or members of the public. Those areas with multiple staff present or within earshot would not warrant duress alarms unless there are additional threats to be considered.

· Working in isolation (not fieldwork) - A worker may be considered ‘isolated’ even if other people may be close by. In some situations, a worker may be alone for a short period of time, while in other situations they may be on their own for days or weeks. There is no minimum time that a worker has to be on their own for them to be considered ‘isolated’. Each situation should be assessed according to its circumstances.

· Working afterhours with public contact.

· Any previous incidents or actual acts of violence or near miss events involving the team or work area.

Responsibilities
Requester
Review the form with their supervisor/manager to determine if a duress alarm would be applicable.

If the duress alarm appears to address the concern, the supervisor manager concurs and there is budget for its installation:

1) Complete Part A of the Charles Darwin University – Duress Alarm Request Form and submit it to xxxx@cdu.edu.au for consideration. This form is not to be used to request any emergency communication resources applicable to off-campus work (e.g. EPIRB/PLB, SPOT device, vehicle tracking systems etc).
2) If necessary, request a quote for installation.
3)	If a duress alarm is not applicable but there is still a concern, the Manager Security and/or SEW Manager shall be contacted to provide further recommendations.
SEW Manager or delegate
1)	Process the form.
2)	If duress alarm is warranted, log and track to installation.
Security
1)	Process form.
2)	Notify requestor if duress alarm is not warranted.
3)	If duress is warranted add to list for monitoring.
OFM Manager
1)	If alarm is warranted and requested, provide the requestor a quote for equipment installation.
2)	If duress alarm is warranted and budget exists, install duress alarm.
3)	Add alarm to maintenance program.


Procurement, installation and maintenance
All costs of equipment installation, maintenance and monitoring are the responsibility of the requesting area department. Procurement is to follow CDU procurement procedures. If payments are required for the repair and maintenance or replacement of a duress alarm, then this will need to be negotiated by the relevant business units within the University.

The type of device (fixed or portable) and specific location(s) of device(s) is to be determined by CDU Security in consultation with the requesting area and supplier. Installations must be in location(s) that are not susceptible to being triggered accidentally whilst also being readily accessible to the user(s). Installation is to be arranged through Office of Facilities Management Work Order system.  

CDU Security to maintain the list of duress alarm installations and responsible people.

OFM will include duress installations in OFM maintenance system for six monthly/annual testing.


Review
Every year, CDU Security shall review all of the currently installed duress buttons across CDU and determine if all still meet the criteria to require a duress alarm. If the criteria is not met, a letter shall be sent to the head of the respective area giving notice the equipment will be disconnected and removed from service.


Activations

Summoning assistance
Activating a duress alarm will initiate a call to Charles Darwin University Security phone numbers (8946 7777 and Manager Security – 0413 752 908). Appropriate area specific response procedures will be enacted by CDU Security immediately.

False activations
In the event of an accidental operation of a duress alarm, immediately contact CDU SECURITY on 8946 7777 so response can be adjusted accordingly.

Deliberate and wilful misuse of duress alarms is strictly prohibited and identified offenders will be subject to CDU disciplinary processes or charged with an offence under relevant State or Territory laws.

Faults or failure of system
All faults or failures of duress alarms must be immediately followed up by the area and reported to security@cdu.edu.au and the Incident Controller or Local Incident Controller of the relevant campus.

Training
All workers must be trained in the use and maintenance of the duress alarms in their area. This must be included in area specific inductions and must be routinely revised to ensure workers remain up to date with the system and procedures. A written record of training is to be held by the area. 

Appendix 1
Charles Darwin University - Duress Alarm Request Form

This form is to be used to request on-campus duress/panic alarm installation in Charles Darwin University buildings. It is not to be used to request any emergency communication resources applicable to off-campus work (e.g. EPIRB/PLB, SPOT device, vehicle tracking systems etc.)

PART A – REQUESTING AREA TO COMPLETE

Requesting area

	Division (e.g. University Operations)
	

	Faculty/Department/Section (e.g. Office of People and Capability)
	

	School/Office/Business Unit (e.g. Safety, Emergency & Wellbeing)
	

	Contact name
	

	Contact phone number
	

	Date of request
	



Description of area

	Campus
	

	Building
	

	Room
	

	Brief description 
(e.g. Front reception desk)
	




Criteria and frequency

	Assessment criteria
	Yes
	Frequency (daily/weekly/monthly)

	Workers exposed to people who may display aggressive behaviours
	
	

	Workers in direct exposure to the public
	
	

	Receiving, processing or storing cash, valuables, drugs
	
	

	Working in isolation (i.e. not able to raise alarm with colleagues) 
	
	

	Worker(s) present “after hours” and in “isolation”
	
	

	Please briefly explain how existing alarm raising or security measures may be inadequate and indicate any negative impacts on the workers or work area. Please attach any other documentation (plans/photos, work schedules etc.) that you feel may support this request

	




	If at least one of the criteria above has been ticked as “Yes” please send to XXXX@cdu.edu.au for assessment.




PART B - SECURITY/OFM/SEW USE ONLY

Date request received: ____________
Assessment

	Assessment criteria
	Risk level (initial)
	Proposed risk control measures
	Risk level (final)

	Workers exposed to people who may display aggressive behaviours
	
	
	

	Workers in direct exposure to the public
	
	
	

	Receiving, processing or storing cash, valuables, drugs of addiction
	
	
	

	Working in isolation (i.e. not able to raise alarm with colleagues) 
	
	
	

	Worker(s) present “after hours” and in “isolation”
	
	
	

	Any other risks? (detail)

	
	
	



	
	Details

	Site visit conducted and summary of findings
	


	Have there been any previous incidents in this area? If so, describe
	



Recommendation

1) Procure and install XXXXX type unit in XXXX location.
2) Assessed as not required


Costings
Only requests with appropriate approval signatures will be funded.

Estimates

	Unit/system
	$
	Maintenance
	$

	Installation
	$
	Ongoing fees
(e.g. monitoring service)
	$





Approval
By signing this form, the approvers agree that the information contained within this document is correct and that the completion of this request would support the workplace health and safety objectives of the University in providing a safe and healthy workplace. 

	NAME
	JOB TITLE
	SIGNATURE
	DATE

	
	Manager Security
	
	

	
	Manager SEW
	
	

	
	Director OFM
	
	



Requestor notified of recommendation/decision (date):    _____________



Appendix 2

PROCEDURE: TESTING AND MAINTENANCE OF DURESS ALARMS

[Insert Campus Name] – [insert Building Identifier]

Summoning assistance
Activating a duress alarm will initiate a call to Charles Darwin University Security phone numbers (8946 7777 and Manager Security – 0413 752 908). Appropriate area specific response procedures will be enacted by CDU Security immediately.

False activations
In the event of an accidental operation of a duress alarm, immediately contact CDU SECURITY on 8946 7777 so response can be adjusted accordingly. 

Faults or failure of system
All faults or failures of duress alarms must be immediately followed up by the area and notified to security@cdu.edu.au and the Chief Warden of the relevant Campus.

Test procedure – Quarterly
The responsible person in the area must implement the system of conducting quarterly operational testing. Record the details of the testing on the Duress Alarm – Testing and Maintenance Log

On the day of the testing

1. Contact Manager CDU Security on 8946 6699 to advise them who you are, where you are and that you are about to conduct the monthly test of the duress alarm system.

Example: “Hi my name is ……. I’m at [insert location] and I am about to conduct the monthly test of the duress alarm system at [insert building identifier].There is one duress button that I need to test so I will activate the alarm as soon as I hang up the phone. Please call me back on 8946…..to verify that notification has been received from this duress button.”

2. Activate the duress button by pushing the button.

3. Wait for phone call from Security to verify that the alarm was successfully received.

4. If successful, advise Security that testing is finished.

5. Record the details of the testing on the Duress Alarm – Testing and Maintenance Log.


Battery change – Six monthly
Batteries in duress alarms must be changed at least every six months or according the manufacturer’s instructions. Note: Recommended six-month intervals are June and December.

Record the details of the battery change on the Duress Alarm – Testing and Maintenance Log.




[Insert campus and Building identifier]

Duress Alarm - Testing and Maintenance Log

	Month
	Alarm id
	Date
	Time
	Verified alarm
(yes/no)
	Battery change
(date)
	Test and/or
maintenance completed by (name)
	Comments/issues

	March
	
	
	
	
	
	
	

	June
	
	
	
	
	
	
	

	September
	
	
	
	
	
	
	

	December
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